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1.IlepeyeHb HCHOJb3YyeMBIX OMNpenedeHUid, 0003HAYeHUl U cokpamenuit AUb —
AMUHHCTpATOP HHPOPMAIIMOHHOM 0€30MaCHOCTH.

APM — ABTromMatusupoBanHoe padouee Mecto.AC

— ABTOMaTU3UPOBAHHAS CUCTEMA.

Wb — Uadopmarmonnas 6e3omnacHocTs. 1P

— NudopmarnmoHabie pecypcChl.

NC — UndopmannoHHas cuctema.

M3 — MexceTeBoM IKpaH.

HCJl — HecaHKIIMOHMPOBaHHBINA JOCTYII.

OC — OnepanmonHas cucTema.

[Ib — TlonuTuku O6€30MaCHOCTH.

I/l — IlepcoHanbpHbIE HaHHBIE.

[10 — [IporpammHoe oOecrieueHue.

C3U — CpenctBo 3amuThl HHGOpMAITIH.

IBM — DnekTpoHHasT — BBIUYHUCIHUTENIbHAS MallMHA, TEPCOHAIBHBIN
KOMIIBIOTED.

ABTOMATH3MPOBAaHHAsI CHCTEMAa — CHCTEMa, COCTOSALIAs M3 IEPCOHAIa U
KOMIUJIEKCA  CPEJICTB  aBTOMAaTU3allMM  €r0  JEATEIBbHOCTH, PEATN3YOIIast
MH()OPMAIIMOHHYIO TEXHOJIOTHIO BBIIIOJIHEHUS YCTAHOBJICHHBIX (DYHKIUH.

AAMUHHCTPATOP MH(POPMALMOHHONH 0€30MACHOCTH — CIEIUATIUCT WIH
rpynna  CHEHHAIUCTOB  OpPraHW3alldd, OCYIIECTBIIIOMIMX  KOHTPOJIb  3a
obecnieueHueM 3amuthl uHGopmanuu B JIBC, a Takxke OCYIIECTBISIONINE
OpraHu3aluio paboT MO BBISBICHUIO U MPEAYNPEKICHUIO BO3MOXKHBIX KaHAJIOB

yTeuku WH(pOpMaIKM, NOTEHLUUATBHBIX BO3MOKHOCTeH ocymectBiaeHuss HCJ[ k
3amuiaeMoi naopmMaimu.

Joctyn k MH(OpMAUMU — BO3MOXKHOCTh IMOJy4YeHUs WHOOpPMAIUU U ee
UCIIOJIb30BAHUSI.

Nnentudukanusa — TPHCBOCHHE CYOBEKTaM J0CTyma (TMOJIB30BATEIISAM,
nporeccam) U 00beKTaMm Joctyrna (MHPOPMAIMOHHBIM pecypcaM, YCTPOHUCTBAM)
uaeHTuGuUKaTopa u (WIM) CpPaBHEHHE NPEABIBISIEMOr0 WIEHTHU(UKATOpA C
MePEYHEM TMPUCBOCHHBIX HJICHTU(DUKATOPOB.

Nudopmanus — 5T0 aKTUB, KOTOPBINA, MOJOOHO IPYTUM aKTUBaM OOIIIECTBA,
MMEeT IICHHOCTh U, CJIEOBATENbHO, JOJKEH OBITh 3allUIIEH HaJJICKAIIUM
obpazom.

Nudopmanuonnasi 6e30macHOCTb — MEXaHU3M 3allUTHI, 00€CTICUMBAIOIITNI
KOH(HICHIIUAILHOCTh, IIEJIOCTHOCTh, JOCTYIMHOCTh HWH(OPMAIIUH, COCTOSIHHUEC
3aIIUIIEHHOCTH HWH(GOPMAIMOHHBIX aKTUBOB OOINECTBA B YCIOBHSIX YIPO3 B
nH(pOpPMaITMOHHON cdepe. YTpo3bl MOTYT OBITh BBI3BAaHBI HENPEIHAMEPCHHBIMU
OmMOKaMH TIEpCOHAa, HENPABWIBHBIM (YHKIIMOHUPOBAHHEM TEXHHUYCCKUX
CPEICTB, CTUXMHUHBIMH OCICTBUSAMH WM aBapusMu (TOXap, HaBOIAHCHHE,
OTKJIFOYCHHUE DJICKTPOCHAOKECHHS, HAPYIICHUE TEIEKOMMYHUKAIMOHHBIX KaHAJIOB
Y T.IL.), TUOO TIPEeTHAMEPEHHBIMH 3JI0YMBIIIJICHHBIMH JEHCTBUSIMH, TTPUBOISIIIAMA
K HapyIICHUIO HHPOPMAIIMOHHBIX aKTUBOB OOIIECTBA.

NudopmanuonHas cucreMa — COBOKYIMHOCTh MPOTPAMMHOIO 00€CTICUEeHHMSI
U TEXHUYECKUX CPENICTB, MCIOJb3YEeMbIX IUIsl XpaHEeHUs, oOpabOoTKH U Iepeaadu



uH(popMalnu, ¢ Lenbio pemeHus 3anad noapasaeneaniit MBJIOY «Jletckuii can
Ne 446 r.YensOuHCKay.

Nudopmanuonnble TEXHOJOTHM — IPOIIECCHI, METOJbI TMOMCKa, cOopa,
XpaHeHus, 00pabOTKH, MPEAOCTaBICHUS, paclpocTpaHeHus: UHGOpMaAIUUu U
CIOCOOBI OCYIIIECTBIICHUS TAKUX MPOIIECCOB U METOOB.

Nudopmanuonnbie pecypebl — COBOKYIMHOCTh coOJepikaileics B 0azax
JAHHBIX HMHGOpPMAIMU U OOECIEUYUBAIONIUX €€ 00paboTKy HHGOPMAIIMOHHBIX
TEXHOJIOTUH.

M cTo4HUK yrpo3bl — HAMEPEHHUE WA METOJ, HALICIICHHBIN HA YMBILIJIEHHOE
HCIIOJIb30BAaHUE YA3BUMOCTH, TUOO CUTYaLHsI UM METOJ, KOTOPhIE MOTYT CIIy4ailHO
MPOSIBUTH YSI3BUMOCTb.

Konpunenunanbuas unpopmanusa — uHboOpMmalus € OrpaHUYECHHBIM
JOCTYIIOM, HE COJIeprKalllasi CBEJIEHUI, COCTaBIIAIOIINX TOCYJIAPCTBEHHYIO TailHy,
JOCTYIl K KOTOpPOW OrpaHUYMBAETCS B COOTBETCTBUM C 3aKOHOAATEIHCTBOM
Poccuiickon @enepanmm.

KonduaenunaabHocTh — 10CTYN K HH(OOPMALIUK TOJIBKO aBTOPU30BAHHBIX
II0JIb30BATEIIEH.

Kputnunas undopmanms — wundbopmaiusi, HapylieHHE TOCTYIHOCTH,
LEJIOCTHOCTH, 100 KOH(UICHIIMAIBHOCTH KOTOPOM, MOXKET OKa3aTh HEraTMBHOE
BIMsIHUE Ha (YHKIMOHMPOBAHME IMOAPA3JCICHUN YUpEXKJEHUS WIM UHOTO BHJA
yiiepoa.

JlokajibHasi BbIYHCIAUTENbHAsE ceTb — Tpynma OBM, a Ttaxxke
nepudepuitHoe o0opynoBaHue, OOBEIUHEHHBIE OJHUM WJIH HECKOJIbKUMHU
ABTOHOMHBIMH

BBICOKOCKOPOCTHBIMM KaHajlaMU Tepeaaun UU(POBbIX JaHHBIX B Ipeiesax 0JHOrO
WJIM HECKOJIBKUX OJU3JIekKaIIMX 3JaHUM.

MexceTeBoi IKpaH — MPOTPAMMHO-ANNIAPATHBIN KOMILJIEKC, HCTIOJIb3yEMBbII
111 KOHTpoJist aoctyna Mexay JIBC, BXxoasimuMu B COCTAaB CETH, a TAKKE MEXKITY
CEThIO0 YUPEK/IEHUS U BHEIIHUMHU ceTAMHU (ceTbio MHTepHeT).

HecaHKumMOHUPOBAaHHBIN Jg0CcTYn K HHOpMAaUMH — JOCTYIl K
uH(OpMaIMK, HapYyMIAIMWA TpaBUiia pPa3rpPaHUYCHUS YPOBHEH MOJHOMOYHIA
MIOJIb30BATEIIEH.

Hoauruka HH(POPMALIMOHHOH 0e30MmacHOCTH — KOMILIEKC
B3aMMOYBSI3aHHBIX PYKOBOJSIIMX NPUHIUIOB U pa3pabOTaHHBIX Ha UX OCHOBE
IOpaBWJI, MPOUEAYP M MPAKTUYECKUX NPUEMOB, NMPUHATHIX B YUPEKICHHUU IS
obecrnieyeHus: ero HHOOPMAIIMOHHONW 0€30MacHOCTH.

[Hoab30BaTesb JIOKAJIBbHOM BbIYHUCIMTEIBHOM CETH —  COTPYIHHUK
opraHu3anuy (IITaTHBIA, BPEMEHHBIHN, padOTAIONINI O KOHTPAKTY U T.I1.), @ TAKXKe
npouyue Juua (MOAPSIAYMKH, ayAUTOPbl M T.I.), 3apPETMCTPUPOBAHHBIA B CETU B
YCTAHOBJICHHOM TMOPSAJKE W MOJYYMBIIWWA MpaBa HA JOCTYIl K pecypcaM CETH B
COOTBETCTBUH CO CBOMMHU (DYHKIIMOHAILHBIMU O0S3aHHOCTSIMHU.

IIporpammHoe oOecnedeHHMe — COBOKYITHOCTb MPHUKIAIHBIX IMPOTPaMM,
YCTaHOBJICHHBIX Ha cepBepe niau OBM.

Pa0o4as craHIusI — NEpPCOHATBHBIA KOMITBIOTEP, HA KOTOPOM MOJIb30BATENb
CETH BBITIOJIHSAET CBOU CIYKEOHbIE O0S3aHHOCTH.



Perncrpannonnas (y4eTHasi) 3anMch NOJIb30BaTe/Isl — BKIIOYAET B ceOs
MM MOJB30BATENS U €r0 YHHUKAIbHBIA LU(PPOBOM MIAECHTU(UKATOP, OJHO3HAYHO
UACHTU(UIUPYIOIINHA TAHHOTO MOJIB30BATENS B ONEPAIlMOHHON cucTeMe (ceTu,0a3e
JAHHBIX, TPWIOKEHUHM MW  T.I.). PerucrpanvoHHas 3amuch  CO3JAeTCs
aMUHUCTPATOPOM TIPH PETUCTPAIMU MOJIb30BaTENsl B OINEPALMOHHON CHCTEME
KOMITbIOTEpA, B CUCTEME YIpaBjeHUs Oa3amMu JaHHBIX, B CETEBbIX JIOMEHaX,
npwiokeHusix u T.1. OHa Takke MOXET COAepKaTh TaKue CBEIECHUS O
nojb3oBarene, kak ©.1.0., HazBanue nojapasaencHus, Teaedonsl, E-mail u t.mm.

Poib — COBOKYNHOCTh MOJHOMOYMH M TPUBWIETUA HA JOCTYyH K
UH(POPMALIMOHHOMY PECypCy, HEOOXOIUMBIX JJIsi BBIMOJHEHHUS MOJIb30BaTEIEM
OTIpeIeNIEHHBIX (PYHKIIMOHAIBHBIX 00S3aHHOCTEH.

OTBeTcTBEHHBII 32 TeXHHYECKOe o0ecredeHne — COTPYIHHUK OpraHu3alii,
3aHUMAIOLIUICS CONPOBOXKACHUEM aBTOMAaTU3UPOBAHHBIX CUCTEM, OTBEYAIOLIUH 32
(yHKUIMOHUPOBAaHUE JIOKAJbHOU ceTn Yupexaenus u [1K.

Yrpo3sl uHpopMAIMH — TOTEHUUAIBHO CYIIECTBYIOIIAs OIACHOCTh
CIy4YalHOTO WJW TMPEIHAMEPEHHOTO pa3pylICHUs, HECAHKIHOHUPOBAHHOTO
MOJIYYCHUS] WIM MOJIU(PUKAIMU JTaHHBIX, OOYCIOBJICHHAs CTPYKTYPOH CHUCTEMBI
00paboTKH, a TakkKe YCIOBUAMH OOpaOOTKM W XpaHEHUS JaHHBIX, T.€. 3TO
NOTEHIUAJIbHAS BO3MOKHOCTh HCTOYHHKA YTPO3 YCIIEUTHO BBISIBUTH ONPEICICHHYIO
YSI3BUMOCTb CHCTEMBI.

YA3BUMOCTBb — HEIOCTATKU WK cllabble MecTa MH()OPMAIMOHHBIX aKTHBOB,
KOTOpbIE MOTYT NPUBECTH K HAPYIICHHIO MH()OPMALMOHHOW O€30MacHOCTU MpHU
peanuzaluu yrpo3 B HH()OpPMaIMOHHOU cdepe.

HenocTHOCTL MH(OPMALMH — COCTOSHUE 3alUMIIEHHOCTH WH(OpManuu,
xapaktepuzyemoe  crnocoOHocThio  AC  obecreunBaTh  COXPaHHOCTh U
HEU3MEHHOCTb KOH(UIEHIIUATIBHOU uHpopmMaru npu MOTIBITKAX
HECAHKIIMOHMPOBAHHBIX WJIM CJIy4YalHbIX BO3JCHCTBUH Ha Hee B Ipoliecce
00pabOTKM WK XpaHEHUS.

DJIeKTPOHHAs MOAMUCHL — WH(POpPMAIUS B IJICKTPOHHOU (Popme, KoTopas
pHUCOeIUHEHA K Apyroi MH(OpMaIMu B JIEKTPOHHON (opMe (TIOAMUCHIBaEMOM
uH(bOpMaIIMK) WM WHBIM 00pa3oM CBsi3aHa C TakoW MHQoOpManuend W KoTopas
WCIIONIB3YETCS IJIs1 ONIPEIeTICHUS JIUIIA, O ITUCHIBAIONIETO HH(POPMAITHIO.

1. BBoaHbIe MOJI0KEHUA

1.1. Beenenune
ITonutuka b MYHULUIIAIIBHOTO aBTOHOMHOTI'O JIOLIKOJIBHOTO
oOpazoBarensHoTO yupexkaenust «Jlerckuii cag Ned46 r.UemsOuncka» (mamee —
YupexxaeHue) ompenenser eI M 3agadd  cucTteMbl obecneduenus Wb u
YCTaHABJIMBAET COBOKYITHOCTH MPaBMJI, TPeOOBAHUHN U PYKOBOJSAIINX MPUHIIUIIOB B
obnactu Mb, KOTOpBIMU PYKOBOJACTBYETCSI YUpEKIEHUE B CBOCH JEATEIBHOCTH.

1.2. llenn



OcHoBHbIMU 1ensiMu  nosiutukn Wb sBngroTcss 3ammra  uHbopmanuu
VYupexxaenuss OT BO3MOXKHOIO HAHECEHWs MaTepuaibHOro, (U3MYECKOro,
MOPAJILHOTO WJIM UHOTO yiepOa, MOCPeICTBOM CIIYy4alHOTO WIIMIIPEAHAMEPEHHOTO
BO3JIEHCTBUS Ha MH(OPMAIIUIO, €€ HOCUTENH, MPollecChl 00pabOTKU U Mepeiadu u
obecnieueHue 3¢eKTUBHON pPaboOThl BCEro WH(POPMAIMOHHO-BBIUUCIUTEIBHOTO
KOMIUIEKCA TPHU OCYLIECTBICHUM ACATEIBbHOCTH, YyKazaHHOW B [lomoxenunm o
NEATEIIBHOCTH Y UPEKACHUS.

Ob6mee pykoBoacTBo obOecriedeHueM Wb ocymecTBisieTcss 3aBeayronum
VYupexaenus. OTBETCTBEHHOCTb 32 OPraHU3AIMIO0 MEPOIPUATUIN MO 00€CTIeUEHUI0
Wb u xouTpOoas 3a cobmoaennem tpedoannii Ub necer AUB. OTBeTCTBEHHOCTH 3a
(YHKIIMOHUPOBAaHHE  HMH(POPMAIMOHHBIX  CHUCTEM  YUpEXJEHUS  HeceT
aJIMMHUCTPATOP MH(OPMALIMOHHOW CUCTEMBI.

JomkHocTHbele 0Osi3aHHOCTH Alba U cucTeMHOro aJIMUHUCTpaTopa
3aKPEIUISIIOTCS B COOTBETCTBYIOIINX UHCTPYKIUSX.

CotpynHuku YUpexJeHus 00si3aHbl COOMIOJATh MOPSAIOK OOpaleHus C
KOH(DUICHIIMAIbHBIMU JIOKYMEHTAMH, HOCHUTEISIMU KJIIOYEBOM HMHpOpMauud u
Apyro 3amuiiaeMod uHGoOpManuer, coOaogaTe TpPeOOBaHMS HACTOSIIEH
[lonuTHKKM W JpYruxX JTOKYMEHTOB BHYTPEHHHX JIOKYMEHTOB YUpEKIEHUS IO
BorpocaMm obecrnieuenust 1b.

1.3. 3agaun

[Tonmutuka b HanpaBnena Ha 3amuTy HHGOPMAIIMOHHBIX aKTUBOB OT YIPO3,
UCXOMSIIMX OT IPOTUBONPABHBIX JEHCTBUM 3JIOYMBIIUICHHUKOB, YMEHBILICHUE
PUCKOB M CHIJKEHHME NOTCHLMAIBHOIO BpeAa OT aBapui, HENpEIHAMEPEHHBIX
OIIMOOYHBIX JEUCTBUH TMEpCOHANa, TEXHUYECKUX COOEB, HENpaBUIIbHBIX
TEXHOJIOTMYECKUX M OpraHM3allMOHHBIX peUIeHH B TMpoleccax o0padoTKH,
nepegaud M XpaHeHUs  uMH(poOpMauMd U OOecrieueHue  HOPMAaJIbHOTO
(YHKIIMOHUPOBAHUS TEXHOJIOTMUECKHUX MPOIIECCOB.

HaubGonpmmMy BO3MOXKHOCTAMM JIJIi HaHECeHHUs yuiepOa YupexaeHus
obnmamaeTr coOCTBeHHBIM mepcoHan. JleWcTBUsS mepcoHanma MOTYT  OBIThH
MOTUBUPOBAHBI 3JbIM YMBICJIOM (IIPU 3TOM 3JOYMBILIJIEHHUK MOXET HMETh
COOOIIHMKOB KaK BHYTPH, TaK U BHE YUpexXJIeHUE, TM00 UMETh HENIPeTHAMEPEHHBIHI
omuOOYHbI  xapakTep. Kareropuum HapymmTened W WX  BO3MOXHOCTH
onpenessaoTea B «MoIeny HapyIuTENsD).

Ha ocHOBe BEpOSITHOCTHON OLIEHKU OIPENENSIETCS NEPEeYCHb AKTYaJIbHBIX
yrpo3 6€301nacHOCTH, KOTOPBINA OTpaxkaeTcs B «Mojaenu yrpos».

Jnsa npotusozericteus yrpozam Mb B YupexieHuu Ha OCHOBE UMEIOLIErocs
OTIBITA COCTABIISIETCS MPOTHOCTUYECKAS MOJIEIIb MTPEAIIOIAraeMbIX YIPO3 U MOJIEIb
Hapymurenas. Uem TouHee cieflaH NpOrHO3 (COCTaBIEHBI MOJIENb YIPO3 U MOJIENb
HapyluTeNs), TeM HUKE pUCKM HapyweHus Wb npu MUHHMAanbHBIX PECYpPCHBIX
3aTparax.

Pazpabotannas Ha ocHOBe nporHo3a noiutuka b u B cOOTBETCTBUM C HEl
noctpoenHas CYUD saBnsercs Hanbosnee npaBUIbHBIM U 3((EKTUBHBIM CIIOCOOOM



A00UThCST MUHMMM3AIMKU pUcKoB Hapymenus Ub nns Yupexnenus. Heo0xoaumo
YUYUTBHIBaTh, YTO C TCUCHUEM BPEMEHU MEHSETCS XapaKTep yrpo3, HOATOMY CIETYET
CBOEBPEMEHHO, MCIIOJIB3Ys JIaHHbIE MOHUTOPHUHIAa M ayJuTa, OOHOBJISATH MOJEIU
yIpO3 U HAPYLIUTEIIS.

Crparerust obGecrieuennss Wb 3akimiodaeTcss B HUCIOJIB30BAaHUU 3apaHee
pa3paboTaHHBIX Mep NPOTUBOJCUCTBUS aTakaM 3J0YMBINIJICHHHKOB, a TaKke
MPOTPAMMHO-TEXHUYECKUX U OPTaHU3AIlMOHHBIX PEIICHU, MO3BOJISIOMINX CBECTH
K MUHIMYMY BO3MOKHBIE IIOTEPH OT TEXHUYECKUX aBapHUil U OIIMOOYHBIX JeHCTBUI
IepcoHana.

3ajayaMy HACTOSIIEH MOJMTUKHU SIBIISIFOTCS :

— onucanue opranuzanuu CYUD;

—onpeaenenue llomutuk Wb, a wWMEHHO: NOJWTHKA peaau3aluu
AHTUBUPYCHOW 3aIlIUTHI; MOJIMTUKA YUYETHBIX 3aMUCEN; MOJIUTUKA TTPEIOCTABICHUS
noctyna k MP; momuthka wmcnosib30BaHus Maposied; MOJUTUKA 3amuThl APM;
MOJUTUKA KOH(DUICHIIUATBLHOTO JEI0NPOU3BOICTBA;

- onpeiesieHne nopsiaka conpopoxacHus C YupexaeHus.

1.4. OOnacts neiicTBUS

Hacrosimas [lonuTrka pactipocTpaHsieTcsl Ha BCEX COTPYTHUKOB Y UpPExKACHUS
U oOsi3aTenbHa IS MCIOJHEHUS BCEMHU €ro COTPYJHUKAMHU U JOJDKHOCTHBIMU
munamu. [lonoxenus: Hacrosieil [ToMUTUKY TPUMEHUMBI JJIs1 UCTIOIB30BaHUS BO
BHYTPEHHUX HOPMATUBHBIX U METOJIMUYECKUX JIOKYMEHTaX, a TAKXKE B JOTOBOpax.

1.5. [lepuon necTBUS U OPSIIOK BHECEHUS] U3MEHEHU N

Hacrosimast Ilonutuka BBOAMTCA B jeiicTBue Ilpukaszom 3aBemyromiero
YupexnaeHus.

[lonmuTka mpu3HaeTcs yTpaTHBUIEM CcwiIy Ha ocHoBaHuM [Ipukasa
3aBenyoniero YupexjacHus. V3MeHeHuss B TONUTUKY BHoOcATcs [Ipukazom
3aBenyronIero Y ypexacHusl.

NuummaTopamMu BHECEHHS HM3MEHEHUN B TMOJUTUKY HWH(POpMAIIMOHHOM
0€30MacHOCTH ABJISIFOTCS:

— 3aBEAYIOLINN Y UYPEKICHUS;

— aJIMUHUCTPATOP MHPOPMAITMOHHOM 0€30MacHOCTH.

[InanoBas akTyanu3amus HaCTOSIIECH MOJUTUKU MPOU3BOJIUTCS €XKETOJHO U
MMEET LEbI0 MTPUBEACHUE B COOTBETCTBUE OINPEACICHHBIX MOJUTUKON 3aIUTHBIX
Mep peaIbHBIM YCIOBUSIM U TEKYIIUM TPeOOBaHUAM K 3alTuTe HH(POpMALIIH.

BuemianoBast akryanu3zauus noiutuku b u npon3BoguTcst B 0053aTeIbHOM
NOPSIAKE B CIEAYIOIINX CIy4asX:

— npu u3MeHeHnn mnoyuTuKU Poccmiickoit deneparuu B obmactu UB,
yKa30B U 3akoHOB Poccuiickoit denepannu B o01acTu 3a1uThl HHGOPMAIUY;

— [IPU U3MEHEHUHM BHYTPEHHUX HOPMATUBHBIX JOKYMEHTOB (MHCTPYKIUH,
MOJIOXKEHUM, pyKOBOJICTB), Kacaromuxcs Ub Yupexnenus;



— IpM TMPOUCIIECTBUM ¢ BBISIBIEHUM HWHUUJEHTA (MHUUIEHTOB) IO
HapyuieHuto Mb, Biaekymiero yuepod YupexaeHus.

OTBeTCTBEHHBIMU 3a akTyanu3anuioo noiautukd Wb  (mmaHoByro u
BHeTUTaHOBYI0) HeceT AUDB.

Kontpons 3a wucnonHeHMEM TpeOOBaHWUM HACTOSIIEW TMOJUTUKU U
NOJAJICP’)KaHUEM €€ B aKTyaJIbHOM COCTOSIHUM Bozinaraercs Ha AWba.

2. lMoauTuku uHGOPMAIHOHHO 0€30I1aACHOCTH Y YpeKIeHust

2.1. HaznaueHue noJuTuK HHGHOPMAIIMOHHON 0€30TacCHOCTH

[Tomutukn Wb VYwupexnaeHus — 3TO COBOKYHHOCTH HOPM, MpPaBWI M
MPAaKTUYECKUX PEKOMEHAAIMI, Ha KOTOPBIX CTPOMUTCS YIpaBIEHUE, 3alluTa H
pacnpeneneHue nHGopManuu B YUpeKIeHUN.

[Tonutrku Wb oTHOCATCA K aAMUHUCTpaTUBHBIM MepaM oOecrieuenus: Ub u
OTPENIEIISIOT CTpaTeruio Yupexaenus B oonactu Ub.

[Homutukn Wb pernamentupyror »s¢dextuBnyro padory C3U. Onu
OXBaThIBalOT BCE OCOOEHHOCTH Ipolecca o0paboTKM HH(OpPMALNU, ONPEaEIIss
noBeneHne MC u ee monbp3oBarenedl B pa3nuyHbiX cutyanusx. [lomutuku Wb
peanusyroTcs IIOCPENCTBOM aJIMUHHUCTPATHUBHO-OPTraHNU3aLMOHHBIX Mmep,
(u3NYeCKuX U MPOrpaMMHO-TEXHUYECKHX CPEJICTB U OINpPEAEIseT apXUTEKTYpy
CUCTEMBI 3aIUTHI.

Bce noxymenTtanbHO odopmiieHHble pemieHus, opmupyromue Ilonutuku,
JOJKHBI ObITh YTBEPKJIE€HBI 3aBEAYIOLIUM Y UpeKICHUS.

2.2. OCHOBHBIEC PUHIIAIIBI 00ecTIeueHUsT HHPOPMAITMOHHOW 0€301TaCHOCTH

OcHoBHBIMU npuHITUTIaMU oOectieuenust b sBasitoTcs cienyroniue:

— MOCTOSTHHBIM ¥ BCECTOPOHHHI aHanu3 WH(OPMAITMOHHOTO MPOCTPAHCTBA
VYupexxaeHus ¢ 1eNIbI0 BBISIBICHUS YSI3BUMOCTEN WH(OPMAITMOHHBIX aKTHBOB;

— CBOCBPEMEHHOE OOHapyXeHHue MpoOsieM, TMOTEHIIMAIBLHO CIOCOOHBIX
noBiuATh Ha b YupexneHnus, KOppeKTUPOBKa MOJICIIEW YIPO3 U HAPYILLIUTENS;

— pa3paboTka W BHEIPEHUE 3allUTHBIX MeEp, aJCeKBAaTHBIX XapaKTepy
BBISIBJICHHBIX yTPO3, C y4E€TOM 3aTpaT Ha uX peanuzainuio. [Ipu sTom Mmepwl,
npuHuMaembie s oOecrieueHuss Kb, He MOMKHBI YCIOXKHSITH JIOCTHXKEHUE
YCTaBHBIX  IeJed  YupexkjaeHus, a TakKe TMOBBIIATh  TPYJOEMKOCTh
TEXHOJIOTUYECKHUX MPOLIECCOB 00pabOoTKu MH(pOpMAIINK;

— KOHTPOJIb 3 (PEKTUBHOCTH IPUHUMAEMBIX 3alTUTHBIX MED;

— nepcoHu(UKaIMI U aJleKBaTHOE pas3JelieHue pojied M OTBETCTBEHHOCTH
MEXIy COTPYIHUKAMH YUpexKACHUS, HCXOJs U3 MPHUHIUNA TEePCOHATBLHON H
€IUHOJIMYHOM OTBETCTBEHHOCTH 32 COBEpPLIAEMBIE OIIEPALUU.

2.3. CootBerctBue IlonmuTnkn 6€30MacHOCTH AEUCTBYIOIIEMY 3aKOHOAATEIBCTBY
[IpaBOBYIO OCHOBY ITOJIMTHK COCTABISIOT 3aKOHBI Poccuiickon denepanuu u
IpYryue 3aKOHOAATEIbHBIE AaKThl, OINPEACISAIOIINE IpaBa W OTBETCTBEHHOCTH



TpaXIaH, COTPYOHUKOB U TOCymapcTBa B cdepe O€30macHOCTH, a TaKxKe

HOPMAaTUBHBIE, OTpPACICBbIE M BEIOMCTBEHHBIE JOKYMEHTHI, IO BOMpPOCAM

Oe3omacHocTH HWH(OpPMAIMM, YTBEPXKACHHBIE OpPraHaMHd TOCYAapCTBEHHOTO

yIpaBJICHUS Pa3IUIHOTO YPOBHS B IIPEEIax HX KOMIICTCHIIUH.

2.4. OTBETCTBEHHOCTD 32 PEATU3AINIO MOJTUTHK HHPOPMAITMOHHON O€30IaCHOCTH
OTBETCTBEHHOCTh 3a pa3pabOTKy MEp U KOHTPOJb OOECHEYEHHS 3aIUThI

uHpopmanuu HecéT AUD.

OTBETCTBEHHOCTH 32 PeATU3ALUIO TOJUTUK BO3JIAraeTCs:

— B 4acCTH, Kacawlleics pa3pabOTKM W aKTyalu3allyd MpaBUil BHEIIHETO
JOCTYTIa U YIIPABJIECHUS JOCTYIIOM, aHTUBUPYCHOM 3amnThl — HA ANDBa;

— B 4YacTH, Kacawuleics MOBEACHUS MPABUI MOJUTHK JO COTPYJAHUKOB
YupexaeHusi, a TakKe UHBIX JIUIL (CM. 00J1aCTh JEUCTBUSL HACTOSIIICH MTOTUTUKH) —
Ha Alba;

— B YacCTH, Kacaroulelcs HUCIOJHEHHUs TMpaBWI MOJUTHKU, — HA KaXJgoro
COTpYJHUKA YUpEeXKACHUS, COIMNIACHO HMX JIOJHDKHOCTHBIM U (DYHKIIMOHAJIHHBIM
00S13aHHOCTSIM, M WHBIX JIMI], MOMAJAIONUX IMOJA 00JIaCTh JCHCTBUS HACTOSIICH
MOJINTUKH.

2.5. [lopsiiok MoAroTOBKU MEpPCOHAlIa Mo BOMpocaM HH(OOPMAITMOHHON
0€301acHOCTH U JOIycKa ero K padore

Opranuzanusi oOydeHHs] COTPYAHMKOB YupexaeHus B oOmactu Wb
Boznaraercs Ha Aba. O0y4yenue npoBoauTcs coryacHo llnany, yrBepkaeHHOMY
3aBenyronIero Y YpexacHusl.

[Toanucu cOTpyTHUKOB 00 03HAKOMJIEHUH 3aHOCSTCS B «KypHanmnpoBeaeHus
MHCTPYKTaXXa 1Mo MH(HOPMAIMOHHON O€301TaCHOCTH.

Jlonmyck mepcoHanla K pabore c¢ 3amumaembiMu NP Yupexnenus
OCYIIECTBIISIETCS TOJBKO MOCJE €r0 03HAKOMJIEHUS C HACTOSIIIMMM MOJIUTUKAMU, a
TaKKe MOCIe 03HAKOMIICHHUS TToJIb30BaTenei ¢ «llopsikom paboThI OJIb30BaTENICH»
YupexaeHuss», a Takke MHbIMU MHCTPYKUMSIMU Tojab3oBaTeneil otaenbHbix HC.
Cormacue Ha coOmrofeHWE TpaBWiI ¢ TPEOOBAHHWI HACTOSIIMX TMOJUTHUK
MOJATBEPKAAETCS MOANMMUCIMU COTPYIHUKOB B « KypHasie npoBeIeHUsI MHCTPYKTaxa
110 HH()OPMAITMOHHOM 0€30IaCHOCTI.

JHonyck nepconaina k padote ¢ KU ocymiecTBisercs nmocie 03HaAKOMIICHHS €
«ITopsinkom opranuzanuu paboThl ¢ MaTepUAIBHBIMU HOCUTEIAMUY, «llopsakom
opraHu3alnuu paboThl C AJIEKTPOHHBIMU HOCUTEISIMIY. [IpaBuiia nomycka k padore
¢ WP nuu, He ABIAIOIIMXCA COTPYIHUKAMHU YUPEKICHUSA, OIPEHCISAIOTCS Ha
JIOTOBOPHOM OCHOBE C 3TUMH JIMIIAMU WA C OPraHU3aLMSIMH, NPEACTABUTEISAMU
KOTOPBIX SIBJISIFOTCS 3TH JIMLA.

2.6. 3amnumiaeMbie HHGOPMAIIMOHHBIE PECYPCHI Y UpexKIeHUS



3amuiiaeMble HTHPOPMAILIMOHHBIE PECYPCHI OMPEAEIIAIOTCS B COOTBETCTBUU C
«IlepeyneM 3amIMIIAEMBIX PECYPCOB», YTBEPKIAAEMBIM COOTBETCTBYIOIIHMM
IIpukazom 3aBenyromero YupexacHus.

3. MoauTuky MHPOPMATUOHHOH 0€30MACHOCTH

4.1. [TonuTHka nperocTaBiIeHUs J0CTyNa K MHPOPMALIMUOHHOMY PECypCy

4.1.1. Hazuauenue

HaCTOHHlaSI [TonuTnka OIIPCACIACT OCHOBHLIC IIpaBHJIa IIPCIOCTABICHUA
COTPYAHHUKAM NOCTYIIA K 3allIUIINACMbIM P Y‘{pe}i(ILGHI/IH.

4.1.2. TTonoxeHue MoJIUTUKHU

[TomoxeHuss naHHOM NOJMUTUKU  omnpenesieHsl B «llonmoxenun o
pa3spelIMTENIbHOM  CHUCTEME  JOIYyCKa», YTBEPKAAEMOM  COOTBETCTBYIOIIUM
[Tpukazom 3aBeayroniero Y4upexxaeHus.

4.2. TonuTuKa y4eTHBIX 3arucen

4.2.1. Hazuauenue

Hacrosmas nonutrka onpenensier OCHOBHBIE IPAaBUJIA ITPUCBOEHUS YYETHBIX
3amuceil mojab30BaTeNsIM HHPOPMAITMOHHBIX AaKTUBOB Y UPEKICHUS.

4.2.2. TlonoxeHue HOJIUTHUKA
PerucrpanrionHpie y4eTHBIC 3aIIMCH TTOAPA3CIIAIOTCS Ha!
— MOJIb30BATEILCKUE — MpeTHa3HAYCHHBIC TUTS

uAeHTUUKAINKI/ayTeHTU(PUKAIUKA TIOJIb30BaTENe HMH(DOPMAIMOHHBIX aKTHBOB
YupexneHnus;

— CHCTEMHBbIE — UCIIOJIb3yEeMbIE JUIsl HY /1 ONIEPALIMIOHHON CUCTEMBI;

— ciy’keOHble — TpeHa3HaYeHHbIe IS oOecreueHrs (pyHKIUOHUPOBAHUS
OTJIEJIbHBIX MPOLIECCOB MU TMPUIIOKEHHM.

Kaxnomy mosb3oBaTento HMHMOPMALMOHHBIX AaKTUBOB  YUpEXKACHUS
HA3HAYAETCs YHUKaJIbHAs MOJIb30BATEIbCKAs PETUCTPALIMOHHAS y4YeTHas 3allvCh.
JlommyckaeTcsi mpuBsizKa 60s1ee 0JTHOM MOJIB30BaTEIbCKON YIETHOM 3aUCH K OAHOMY
M TOMY K€ IIOJb30BATEN0 (HAalpUMEp, HMMEIOUX PA3JIHYHbIA  ypOBEHb
TOJTHOMOYHH).

B oOmem crnydae 3ampeiieHo co3laBaTh W HUCIOJB30BaTh  OOIIYIO
M0JI30BATENIbCKYI0 YYETHYIO 3allMCh AJIA TPYyNNbl Mojb3oBareneil. B ciyyasx,
KOrJJa 3TO HEOO0XOAMMO, BBHAY OCOOEHHOCTEH aBTOMAaTHU3UPYeMOro Ou3Hec-
opouecca WM OpraHu3aluu Tpyna (HampuMep, IIOCMEHHOE JEeXYpCTBO),
UCIIOJIb30BaHUE OOIIEH YYETHOM 3alMCH JOJDKHO COIPOBOXKIATHCA OTMETKON B
KypHaJle ydyeTa MAIIMHHOTO BpEMEHHM, KOTOpas JOJKHA  OJHO3HAYHO



UACHTU(PUIIUPOBATh TEKYIEro BJaAeiblla YYETHOW 3alHMCHU B KaXKIbIi MOMEHT
BpeMeHU. OJIHOBPEMEHHOE HCII0JIb30BAaHUE OJHOW OOIIEH MO0JIb30BATEIbCKOM
YUETHOM 3alMCH Pa3HbIMHU M10JIb30BATEISIMH 3aIPELLEHO.

CucreMHble  PETUCTPALlMOHHBIE  YYETHbIE  3amucu  (POPMHUPYIOTCA
ONEpAIlMOHHON CUCTEMOW M JOJDKHBI HCIOJB30BaThCA TOJNBKO B  CIIydasx,
IOpeIIUCaHHbIX JOKYMEHTAllMEH Ha ONEPALUMOHHYIO CUCTEMY.

CnyxeOHble pEruCTpallMOHHBIE YUETHBIE 3aIIUCH UCIOJIB3YIOTCS TOJIBKO JJIS
3aIlyCKa CEpPBHCOB WM MPUIIOKEHUH.

Hcnonb30BaHWE CHUCTEMHBIX WM CIIY)KEOHBIX YYETHBIX 3alucedl i
PETUCTPALIMH IT0JIB30BATEIIEN B CUCTEME KATETOPUUYECKHU 3aIIPEILEHO.

4.3. TlonuTHKa UCIIOJIH30BAHUS Mapojiei

4.3.1. Hazuauenue

Hacrosimas Ilonutuka onpenesnser OCHOBHbBIE NPABUJIA MTAPOJIBbHON 3aILUTHI
B YUpEKJICHUMU.

4.3.2. TTonoxeHus MoJIMTUKA
[TonoxxeHus: TONMMTHKU 3akperuisiroTcss B «llopsake 1Mo  opraHuzanuu
MApOJBLHON 3aIUTHD.

4.4. TlonuTHKa peanu3ali aHTUBUPYCHOM 3aIIUTHI

4.4.1. HazHaueunue

Hacrosimmas IlomuTrka onpenenser OCHOBHBIE NpaBWjia JUIA PEaTu3aluu
AHTUBUPYCHOM 3aILUATHI B Y UPEKICHUMU.

4.4.2. TTonoxenus IMOJIUTUKHU
[TonoxxeHus: MOMUTUKM 3akperuisitorcss B «llopsake 1o MpoBENCHUIO
QHTUBUPYCHOT'O KOHTPOJIS.

4.5. TlonuTHKa 3aIUThl aBTOMAaTU3UPOBAHHOIO paboyero Mecra

45.1. HazHaueunue

Hacrosmas IloauTuka omnpeaenser OCHOBHBIC MpaBWiia M TPEOOBAHHS IO
3amuTe nHpopMaruu YUpexJIeHUsI OT HEaBTOPU30BAHHOTO JOCTYIIA, YTPAThl WIIN
MOAU(DUKAIIAN.

4.5.2. TTonoxeHus NOJIMTHKHU
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[Tonoxenus I[ElHHOfI IIOJIMTUKKU  ONPCACIIAAOTCA B  COOTBCTCTBUU C
HCIOJb3YCMbIM TCXHUYCCKHUM PCHICHHUCM.

4. TlpopuaakTuka HAPYUIeHUH NMOJUTHK HH(OPMAIMOHHOI 0e30MacHOCTH
ITon mpodwunakTukoil HapymeHud noautuk Wb moHumaercs mpoBeaeHue

pErjlaMeHTHBIX padoT MO 3amuTe UHGOPMAIUHU, MPEIYyNpPEKIECHUE BO3MOXKHBIX
Hapymeanii Ub B YupexxaeHun u npoBefeHHe pa3biCHUTENbHON paboTsl mo Ub
Cpeau MOJIb30BATENCH.

[Tonoxenust onpeneneHsl JOKyMEHTaMH, yTBepxkaAeHHbIMH [Ipukazom «O0
OoOy4eHUM COTPYJHUKOB IMpaBujaM 3amuTel uHpopmanum», u «llopsakom
TEXHUYECKOTO 00CTYKUBAHUS CPEJICTB BHIYUCIUTEIbHON TEXHUKI.

4.1. JIuxkBuaauus NOCAEACTBUI HAPYLIECHUS TOJIUTHK HH()OPMATMOHHON
0€30M1aCHOCTH

AWDb, wucnons3ys JaHHBIE, TOJYYEHHBIE B pE3ylbTaTe NPUMEHEHUS
MHCTPYMEHTAJIBHBIX CPEJICTB KOHTPOJISl (MOHUTOPUHTA) O€30MacHOCTUHUH(pOpMAITIU
NC, pomxeH cBoeBpeMEHHO oOOHapyxuBaTh Hapyumenus Wb, QakTsl
ocymectBienuss HCJl k 3ammumaemeiM WP m npeanpuHuMars Mepbl MO MX
JOKAJIN3alUN U YCTPAHECHHUIO.

B cayyae oOHapyxeHHs MOACUCTEMOW 3alUThl HHPopMauuu (akTa
Hapymenus b nnm ocymectBnenns HC/I k 3ammmaemeim UP IC pexomenayercs
yBenomuth AWba, u nanee ciienoBaTh UX yKa3aHUsIM.

Heiicteus Alba u aamuHucTparopa WHGOPMAILMOHHOM CHUCTEMBI IPHU
MpU3HAKaX HapyLIeHUs MOJIUTUK UH(OPMAITMOHHOU 0e3omacHOCTU
pErIaMEeHTUPYIOTCS CIAEAYIOIUMY BHYTPEHHUMH JOKYMEHTAMU:

— pEerIaMeHTOM I10JIb30BaTEIs;

— MOJUTUKON HH(POPMALIMOHHOM 0€3011aCHOCTH;

— peraaMeHTOM aIMUHUCTPAaTOpa HHPOPMAIIMOHHOM 0€301MacHOCTH;

— pErJIaMeHTOM CHCTEMHOTO aJJMUHHUCTPATOPA.

[Tocne ycTpaHeHUsT WHIMJEHTa HEOOXOJIUMO COCTaBUTh akT O (akre
HapyLIEHUs U TPUHATBIX Mepax MO BOCCTaHOBJIEHHUIO paboTocnocodbnoctu MC, a
TAaK)K€ 3aperucTpupoBaTh (aKkT HapyUIEHUS B >KypHaJle y4yeTa HapylICHHH,
JUKBUAALMY UX TIPUYUH U MTOCIIEICTBUM.

4.2. OTBeTCTBEHHOCTh 3a HapyuieHue IloauTuku  0Ge30macHOCTH
OTBETCTBEHHOCTh 3a BbINNOJNHEHUE NpaBui IIb HeceTr kaXaplil COTPYIHHK
VYupexxaeHus: B paMKax CBOUX CIIY>KEOHBIX 00513aHHOCTEH U MOJTHOMOYUH.

Ha ocnoBanuu ct. 192 TpynoBoro koaekca Poccuiickoit denepamyu
COTpYIHUKH, Hapymawomme TpeoboBanus [Ib VYupexnenus, wMoryT OBITH
MOJABEPTHYTHl AUCHUIIMHAPHBIM B3bICKAHUSIM, BKJIIOYasl 3aME4YaHUE€, BBITOBOP U
YBOJIbHEHHUE C PabOTHI.

Bce coTpyaHMKHM HECYT MEpCOHAIbHYIO (B TOM YHCIE MATEpUAJIbHYIO)
OTBETCTBEHHOCTh 32 MNPSAMOM  JNEHCTBUTENbHBIM  ymiepd, MPUUYMHEHHBIN
Yupexxnenuto B pe3yibrare HapymieHuss umu mnpaBun nomutuku Ub (Ct. 238
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TpynoBoro konekca Poccuiickoit @enepanun).

3a HempaBOMEpHBIN JOCTYN K KOMITBIOTEpHOW HWH(OpMAaIuu, CO3/aHue,
UCTIONB30BAaHUE WM PACIPOCTPAHEHHE BPEJOHOCHBIX MIPOrpaMM, a TaKXKe
HapyluleHue MpaBwil HJKcimyaranuu DBM, clencTBueM KOTOPBIX — SIBUJIOCH
HapyuieHue paborel OBM  (aBTOMaTHU3MpPOBAaHHON  cUCTEMBI  00pabOTKH
UHPOpMAIUH), YHUYTOKCHHE, OJOKMPOBaHHWE WM MOIU(DUKAIWS 3alUIIaeMOi
uH(pOpMAaIUK, COTPYIHUKH YUPEXKIICHUS HECYT OTBETCTBEHHOCTh B COOTBETCTBUU
co ctaThsiMu 272, 273 u 274 YronoBHoro kojiekca Poccuiickoit deaeparuu.
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